Okta Quick Start Guide

This guide is designed to step you through the initial setup of the Okta Verify application on
your device for secure access and single sign-on (SSO) functionality. You must do the initial
setup from a computer, laptop, or a device separate from the device you are setting up the
Okta Verify app on.

Login Setup
1. Access your OFTC Dashboard.

* Inthe URL box of your web browser, type in www.oftc.edu to go to the college website.

* Click on the MYOFTC DASHBOARD link at the top of the page. Depending on your device, you
may need to click a menu symbol and select MYOFTC DASHBOARD at the bottom of the list.

2. Click on the MyOFTC Dashboard Login button.
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Access SOAR, Studen . OneDrive, and Blackboard by logging into your MyOFTC Dashboard account.
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3. Enter your username, which is your full OFTC student email address. Click the Next button.
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4, Enter the password that was provided to your personal email address after applying to
the college. (Be sure to check your SPAM or Junk folder for this email.) Then click Verify.
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Verify with your password
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Password

Forgot password?

Back to sign in

5. If you see the security question setup screen,

a. click set up.
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Set up security methods

Security methods help protect your Oconee Fall
Line Technical College account by ensuring
only you have access.

Set up required

f ° Security Question
Choose a security question and

answer that will be used for signing in
Used for access

| Setup |
Back to sign in

b. Set up your security question then click verify.
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Set up security question

(@ Choose a security question

() Create my own security question

Choose a security question

l What is the food you least liked as a chil... ~

Answer

| |

Verify

Return to authenticator list

Back to sign in
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6. On the set up multifactor authentication page, select Okta Verify and click the Setup

button.
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Set up security methods

Set up optional

o Okta Verify

Next you will go through the installation steps for your type of device.

a. Onyourdevice, download Okta Verify from the Google Play Store or Apple App Store and

install it.

Okta Verify
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Open the app and follow the instructions to add your account.

@ Okta Verify

okta Okta Mobile

8. For first time installation, you may see the Welcome to Okta Verify screen.
a. Select Get started then select Next.

Welcome to Okta Verify

Securely sign in to your organization's
apps

Get started

Add account from another device

b. Select Next
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How it works

When you sign in, use Okta Verify to
confirm your identity

c. Select Add account

Ways to verify

Tap on a sign-in prompt, or enter a code
from the app

d. Select Organization
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Choose account type

Choose the type of account you would like
to add

B Organization
Work, school, company

Other
2-factor authentication code for third party

services

e. Select Skip

< Add account

Add account from another
device?

If you have an Okta Verify account on
another device, you can add it to this
device.

Skip

Add account from another device

f. Select Yes, ready to scan
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& Okta Verify

Do you have your QR code?

Before you continue, make sure your QR
code is shown on another device, such
as a laptop

Where do | get my QR code?

Yes, ready to scan

No, sign in instead

You may need to allow camera permission for the app. Your device will notify you to do so.

When prompted, point your camera at the QR code displayed in the browser on the computer.
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Set up Okta Verify
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The installation should complete. Select Finish if it prompts you.

If you are unable to scan the QR code, click Can’t scan? on the QR code screen. Select Text me a setup

link then click Next.
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More options

Which option do you want to try?

) Email me a setup link

@ Text me a setup link

Return to authenticator list

Back to sign in

Put in your number, select Send me the setup link, then follow the instructions sent to you.
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Set up Okta Verify via SMS

Country/region

‘ United States ¥

Phone number
L |

Make sure you can access the text on your
mobile devica.

Send me the setup link

Or try a different way to set up Okta Verify.

Return to authenticator list

Back to sign in

Click the Finish button to complete the installation and setup process.

okta

Set up multifactor authentication

You can configure any additional optional
factor or click finish

Enrolled factors
©  oxtaveriy ]

Additional optional factors

@ SMS Authentication
Enter a single-use code sent to your
mabile phone

Setup

When complete, you will be taken to your MyOFTC Dashboard homepage.
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Change Password
If you know your current password but want to change it, use these steps.
1. Click your name in the upper right corner of the login landing page.
2. Click Settings.
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3. Click Edit Profile.
4. Key your password.
5. Click Verify.
6. Click the drop-down arrow beside the Okta logo and choose the authentication
method you prefer. For text message authentication, click Send code.
7. Key the code received on your mobile device.

8. Click Verify.

9. Enter your password information in the form, and click Change Password.
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& Change Password

Current password
New password

Confirm new password

Change Password

Forgotten Password Setup

Setting up forgotten password options beforehand will help you reset your password in the
future should you forget it.

Setup Forgotten Password Question Option
1. Click your name in the upper right corner of the login landing page.
Click Settings.
Click Edit Profile.
Key your password.
Click Verify.
For SMS (text message) Authentication, click Send code.
Key the code received on your mobile device.

Click Verify.
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Click Edit on the Forgotten Password Question to select a forgotten password
question.

10. Key correct answer in space provided and click Save.

® Forgotten Password Question £da

okta

Email sent!

Question

Back to Skgn In
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Set up Forgotten Password Text Message Option

You also have the option to recover your password via text message. Okta can send you a
text message with a recovery code. This feature is useful when you don’t have access to your
email.

1. Click your name in the upper right corner of the login landing page.
2. Click Settings.

3. Click Edit Profile.

4, Key your password.

5. Click Verify.

6. For SMS (text message) Authentication, click Send code.

7. Key the code received on your mobile device.

8. Click Verify.

9. Click Edit on the Forgot Password Text Message module.
10. Click Add Phone Number.

11. Change to United States is necessary on the Country option.
12. Key your mobile phone number in the space provided.

13. Click Send Code

14. Enter Code

15. Click Verify

16

. Click Done

[0 Forget Password Text Message

Country
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& Edit # Delete

Reset Password

If you have forgotten your password and need to reset it, use these steps. On the Okta Sign
In screen:

1. Click Need help signing in?

2. Click Forgot password?
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3. Key email or username

4. Click the option of choice for resetting your password and follow the on-screen prompts.
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